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Digital transformation is an essential factor for the social and economic development of Mozambique. The expansion of digital public services, digital and mobile payments, digital identity, electronic commerce, interoperability, data centres and cloud computing creates opportunities to improve services to citizens, promote inclusion, increase productivity and develop digital businesses aimed at national, regional and international markets. Trust in these services depends on Mozambican networks, systems, data and content being recognised as secure, resilient and reliable.
Cyber threats today go beyond a purely technical dimension and have become strategic, economic and social in nature. Ransomware, electronic fraud, supply chain compromise, attacks on Critical Information Infrastructure, exploitation of vulnerabilities, risks associated with Artificial Intelligence and manipulated content, failures in cloud computing services and personal data breaches can affect national security, continuity of essential services, citizens’ rights and confidence in the digital economy.
Implementation of the National Cybersecurity Strategy 2021–2025 established important foundations. Internal monitoring classifies seventeen of the twenty-five initiatives as completed, five as partially completed and three as not completed or delayed. The main results include operationalisation of the National CSIRT, development of the National CSIRT Network, the start of mapping and risk assessment of ICI, expansion of the Digital Certification System, the conduct of exercises, stronger awareness and development of the legal framework. The new cycle should consolidate these results and close the remaining gaps.
Laws No. 13/2026 on Cybersecurity and No. 14/2026 on Cybercrimes, published on 1 July 2026, strengthen the legal basis for governance, risk management, incident reporting, protection of critical infrastructure, investigation, electronic evidence and international cooperation. The Cybersecurity Policy approved by Resolution No. 69/2021 remains the normative framework, while the present Strategy updates its implementation for 2026–2030.
The Strategy retains the six pillars of the Policy, in the approved order and with the approved designations: I. Leadership and Coordination; II. Protection of Critical Information Infrastructure; III. Protection of Information Assets; IV. Legal and Regulatory Framework; V. Capacity Development, Research and Innovation; and VI. Cybersecurity Culture and Awareness.
For the 2026–2030 period, implementation will be guided by three national strategic priorities:
(i) Strengthen governance, accountability and operational capacity through clear institutional functions, a single accountable entity for each action, applicable regulation, national risk management, escalation mechanisms, monitoring, evaluation and sustainable financing;
(ii) Protect ICI, essential services and Information Assets through minimum requirements proportionate to risk, incident reporting, closed-loop alerts, vulnerability management and remediation, tested continuity and recovery, ransomware protection, supply chain management, and SOC functions only where there is direct network visibility;
(iii) Develop national capacities and digital trust by integrating security, privacy and trust by design, secure procurement, lifecycle management, reduction of technology debt, cryptographic agility, professional skills, education, research, innovation, inclusive awareness and safeguards for fundamental rights.
National ownership is an implementation requirement. Mozambique will define its own priorities, risk acceptance, institutional responsibilities and regulatory choices on the basis of national law, operational evidence and national interests. International standards, threat intelligence, conventions, partnerships and technical assistance will be used to strengthen national capability and interoperability, not to substitute for national decision-making or create avoidable dependency.
Implementation will be carried out through an Action Plan with accountable entities, legal basis, annual milestones, baselines, indicators, targets, sources of evidence, staffing estimates, capital and operating costs, financing sources and a minimum alternative where additional financing is not available. Essential functions should be financeable through the State Budget and institutional budgets; the Cybersecurity Fund and partner support should expand implementation only when they are actually available and sustainable throughout the lifecycle.
The Strategy is accompanied by a separate detailed Implementation Plan and Budget and Resource Plan. The present document sets the strategic direction, priorities, governance framework and indicative financing envelope, while detailed annual activities, milestones, indicators, costing assumptions and financing arrangements are maintained in those separate implementation instruments.
The National Cybersecurity Council provides strategic direction and oversees implementation. The National Cybersecurity Authority performs regulatory, supervisory and enforcement functions. The National CSIRT operationally coordinates incident prevention and response, preserving confidentiality, trust and a clear functional separation from enforcement functions. Regulators, sectors, operators, provinces, academia, the private sector, civil society and citizens participate according to defined responsibilities.
By 2030, success should be demonstrable through evidence: known responsibilities, identified and protected ICI and essential services, critical alerts converted into verifiable actions, incidents reported and coordinated, tested recovery, higher-risk legacy systems under mitigation or replacement plans, digital investments with security and lifecycle requirements, CSIRTs with increasing maturity, sustainable skills and measurable improvement in confidence in digital services.
The Strategy positions Mozambique to move from establishing structures to coordinated, measurable and sustainable implementation, strengthening national resilience and creating conditions for the digital society and economy to develop with security, trust and international credibility.
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The digitalisation of society, the economy and Public Administration is a strategic priority for Mozambique, enabling improved efficiency of public services, stimulation of innovation, promotion of digital inclusion and creation of new economic opportunities.
In recent years, the country has deepened its digital transformation through the expansion of digital public services, digital identity, digital and mobile payments, electronic commerce, interoperability between systems, data centres and cloud computing. These developments create new opportunities for citizens and businesses, including digital businesses and exportable services.
Cyber resilience is also a condition for Mozambique’s integration into the regional and global digital economy. Networks, services, addresses, platforms and content originating from the country will be used with greater confidence when international partners can verify that risks are managed, incidents are handled and digital infrastructure and services are operated securely and predictably.
At the same time, growing dependence on data, platforms, infrastructure and digital suppliers increases exposure to incidents, service failures, supply chain risks, concentration among providers, obsolete technologies, threats to operational technology systems, and the effects of physical and climate events on essential digital services.
Recognising that cybersecurity is an essential factor in digital transformation, the Government approved the Cybersecurity Policy and its Implementation Strategy through Resolution No. 69/2021 of 31 December. The implementation strategy had a five-year horizon, while the vision, mission, principles, objectives and pillars of the Policy continue to guide the present cycle.
The National Cybersecurity Strategy 2026–2030 builds on the results achieved, completes initiatives still under way and introduces implementation mechanisms suited to the new legal framework, the evolution of threats and the national priorities of resilience, digital trust and sustainable development.
The Strategy is grounded in Mozambican institutional and operational reality. Its development and review combine stakeholder consultations, surveys, provincial engagement, institutional evidence and threat analysis. External frameworks and expert support are reference inputs; implementation decisions should be validated against Mozambican mandates, assets, dependencies, capabilities, economic interests and available resources.

	National Cybersecurity Landscape 2026
Mozambique enters the 2026–2030 strategy period with accelerating digital transformation, expanding public digital services, growing use of mobile and digital payments, increasing dependence on cloud services, data centres, digital identity and interoperable government systems. These developments create significant opportunities for inclusion, service delivery and economic development, but also increase exposure to cyber incidents, fraud, ransomware, supply-chain compromise, service disruption and risks affecting Critical Information Infrastructure and essential services.
The 2021–2025 strategy cycle established important foundations, including the operationalisation of nCSIRT.MZ, development of the National CSIRT Network, initial mapping and risk assessment of Critical Information Infrastructure, awareness activities, exercises and improvements to the legal framework. At the same time, implementation revealed gaps in sustainable financing, institutional capacity, clearly assigned accountability, monitoring, evidence-based prioritisation and recurring operational resources.
In 2026, Laws No. 13/2026 on Cybersecurity and No. 14/2026 on Cybercrimes create a strengthened legal basis for governance, incident reporting, supervision, investigation, electronic evidence and international cooperation. The main challenge for the new Strategy is therefore to move from establishing structures to measurable implementation: protecting critical services, converting alerts into action, improving resilience and recovery, strengthening digital trust, developing national skills and ensuring that cybersecurity becomes a permanent part of planning, budgeting and public-sector digital transformation.



In recent years, Mozambique has continued to deepen its digital transformation through the expansion of digital public services, development of digital identity, growth of digital and mobile payments, evolution of electronic commerce, interoperability between Public Administration systems, investment in data centres and increasing adoption of cloud computing services. These developments create new opportunities to improve service delivery to citizens, promote digital inclusion, stimulate the economy and strengthen State efficiency. At the same time, they increase national dependence on secure and reliable data, platforms, infrastructure and digital services.
[bookmark: _Toc238541678]1.2. Assessment of the Implementation of the National Cybersecurity Strategy 2021–2025

Implementation of the National Cybersecurity Strategy 2021–2025 made it possible to establish institutional, operational, legal and capacity-development foundations for cybersecurity in Mozambique. The assessment combines the internal monitoring matrix, institutional evidence, project documents, stakeholder consultations and verification against official public sources.
The internal monitoring matrix classifies seventeen of the twenty-five initiatives as completed, corresponding to 68%; five as partially completed or still under implementation, corresponding to 20%; and three as not completed or delayed, corresponding to 12%. These classifications should be read together with the evidence matrix, distinguishing completed outputs, operational capabilities, activities undergoing formalisation and results achieved after the end of 2025.
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Figure 1: Assessment of the implementation of PENSC 2021–2025 initiatives

Among the institutional results are the operationalisation of the National CSIRT in April 2023, development of the National CSIRT Network and strengthening of coordination mechanisms. Official public information available in 2026 identifies six teams in the National Network: the National CSIRT, the Government CSIRT, the MoRENet CSIRT, the INCM CSIRT and the CSIRTs of Tete and Inhambane provinces. Additional teams are under development in the financial, defence, higher education, energy, social security and telecommunications sectors. Reporting should distinguish operational teams, formalised teams undergoing maturation and teams still being established.
In the protection of Critical Information Infrastructure, the first National Cyber Risk Assessment and initial mapping created a basis for identifying systems, dependencies, risks and accountable entities. These results should not be interpreted as a definitive list of ICI or essential services; the new cycle should establish formal criteria for designation, risk classification and annual updating. [DATA TO BE CONFIRMED: scope and methodology of the NCRA, including the number of organisations and systems assessed.]
The legal and regulatory framework recorded important progress. The regulations on data centres and cloud computing were approved at the end of 2025. Laws No. 13/2026 and No. 14/2026 were published on 1 July 2026 and enter into force on 29 September 2026, with regulations to be issued within 180 days. The Personal Data Protection Bill was approved by the Council of Ministers on 3 March 2026 and submitted to the Assembly of the Republic. Mozambique signed the United Nations Convention against Cybercrime in Hanoi in October 2025; ratification has not been confirmed. The country was invited to accede to the Budapest Convention in February 2024 and participates in the T-CY as an observer State, but is not yet a Party to the Convention.	Comment by Oula Järvinen: Check ratification status
In the area of Protection of Information Assets, Mozambique’s Digital Certification System created a basis for strengthening the authenticity, integrity and legal validity of electronic documents. The new cycle should measure not only system availability, but also adoption, reliability, interoperability, lifecycle security and continuity of trust services.
In capacity development, technical training, distance-learning activities and awareness activities were carried out for different audiences. To assess impact, the new cycle should distinguish technical training, online courses, awareness, certification, graduates, operational roles and retained competence. [DATA TO BE CONFIRMED: breakdown of the 4,000 participations, Centre of Excellence and higher education institutions.]
The Strategy made it possible to expand national, regional and international partnerships and participation in specialised networks. In 2026, nCSIRT.MZ is undergoing assessment for formal membership of FIRST; participation in conferences, programmes and trusted networks should not be described as full membership before that process is completed.
In the area of Cybersecurity Culture and Awareness, campaigns, workshops, webinars and activities were carried out in different provinces and for different groups in society. The next strategy should use comparable surveys and behavioural indicators to measure changes in knowledge, reporting, cyber hygiene and safe use of digital services. [DATA TO BE CONFIRMED: methodology and population of the 15,600 people reached.]
Beyond the institutional and operational outputs, the first cycle created an initial capability for coordination, analysis, alerting, information sharing and support to incident response; improved understanding of risk; strengthened inter-institutional learning through exercises; and increased the use of digital trust mechanisms. The new cycle should convert these results into permanent processes, with accountable entities, deadlines, evidence of closure and evaluation of effectiveness.
The 2026–2030 Strategy is based on an explicit and updated reading of national risks. The annual risk-management cycle should cover ransomware, fraud and identity abuse, exposure of ICI and essential services, supply chain risks, concentration in cloud services, operational technology, legacy systems, physical and digital dependencies, climate risks, data protection, information integrity and threats associated with Artificial Intelligence. The results should guide investments, minimum requirements, exercises and prioritisation of capabilities.
The 32% of initiatives not fully completed demonstrate the need to close the gaps from the first cycle and, at the same time, avoid repeating initiatives that are too broad and lack defined prerequisites, recurring resources, accountable entities and evidence.
[bookmark: _Toc238541679]Critical factors that constrained implementation
Despite the progress achieved, implementation was constrained by institutional, financial, technical and operational factors that should be addressed explicitly in the Action Plan:
· Limitations in financial resources and the absence of predictable recurring financing for personnel, operations, maintenance, licences, communications and technology renewal;
· Institutional and technical capacity still under development, including difficulties in recruiting, retaining and providing career progression for specialists;
· Need for greater inter-institutional coordination, trust, clarity of mandates, single accountability for each action and escalation pathways;
· Different levels of maturity and criticality among sectors, institutions and provinces, requiring common minimum controls and proportionate support;
· Dependence on external assistance for some specialised capabilities, without automatic assurance of continuity after projects close;Use of external assistance for specialised capabilities must remain aligned with nationally defined priorities and include knowledge transfer, local counterparts and sustainable operating arrangements, so that external support does not become a prerequisite that delays nationally mandated action;
· Rapid evolution of technologies and threats, including third-party, cloud, Artificial Intelligence, operational technology, legacy-system and cryptographic risks;
· Need for more robust mechanisms for accountability, monitoring, evaluation, baselines, indicators, sources of evidence and integration of results into decisions and the budget.
These factors underpin the need for a binding Action Plan, approved together with the Strategy or within a formally defined period. Each action should identify an accountable entity, legal basis, milestones, baseline, target, indicator, evidence, human resources, capital and operating costs, financing source and minimum alternative. [PENDING DECISION: deadline for approval of the Action Plan.]	Comment by OpenAI Strategy Review: Confirm the approval deadline, legal instrument and authority responsible for the Action Plan. The meeting notes also indicate that the Action Plan and detailed budget should be controlled separately from the core Strategy.
The 2026–2030 Strategy should consolidate the results achieved, complete ongoing initiatives, introduce modern implementation mechanisms and adjust the level of ambition to the actual capacity for implementation and sustainable financing.
Cybersecurity should be treated as a strategic, institutional and social responsibility. Protecting the national cyberspace requires effective leadership, multisectoral coordination, trust, clear responsibilities, permanent operational capabilities, proportionate supervision, sustainable financing and active participation by Government, the private sector, academia, civil society and citizens.Cybersecurity should be treated as a strategic, institutional and social responsibility. Protecting the national cyberspace requires effective leadership, multisectoral coordination, trust, clear responsibilities, permanent operational capabilities, proportionate supervision, sustainable financing and active participation by Government, the private sector, academia, civil society and citizens. Mozambique retains decision-making over national priorities, risk acceptance, architecture, regulatory choices and enforcement, while using regional and international cooperation for threat intelligence, standards, investigations, cyber diplomacy, exercises and capability development.

[bookmark: _Toc238541680]1.3. Strategic Results Expected by 2030
i. Operational national governance, with clearly defined responsibilities, regulation, escalation, annual reporting and resources;
ii. ICI and essential services identified and classified by risk, with minimum controls, continuity, recovery, third-party management and verifiable remediation plans;
iii. Incident reporting and closed-loop alerts, ensuring that critical alerts are acknowledged, assessed, mitigated, closed or escalated within defined timeframes;
iv. National CSIRT Network with increasingly mature mandates, constituencies and services, supported by decentralised SOC functions where there is direct visibility of networks;
v. More secure, interoperable and resilient digital public services, digital identity, digital certification and trust services, with secure procurement and lifecycle management;
vi. Operational legal and regulatory framework, with data protection, investigation and electronic evidence, international cooperation, proportionality and safeguards for fundamental rights;
vii. Sustainable pipeline of skills, education, research, innovation and inclusive awareness, measured through learning outcomes, retained capacity and behavioural change; and
viii. National Monitoring, Evaluation and Maturity System in operation, with baselines, 2028 and 2030 targets, evidence, costs and financing monitored annually.
ix. Mozambique-led cyber resilience, with national decisions grounded in local evidence and national interests, enforceable obligations for relevant domestic and cross-border digital actors, and effective participation in trusted regional and international cooperation and cyber diplomacy.
[bookmark: _Toc238541681]2. Vision, Mission, Objectives and Guiding Principles

i. Vision
A nation with a secure and resilient cyberspace and a society aware of cybersecurity matters.
ii. Mission
Create and develop institutional and operational capacity that ensures a secure and attractive environment in cyberspace.
[bookmark: _Toc238541682]iii. Objectives

· General Objective:
Ensure the protection of public and private Information Assets and their Critical Infrastructure in cyberspace.
Overall Result of the 2026–2030 Strategy:
Strengthen national capacity to prevent, detect, respond to and recover from cyber incidents, promoting a secure, resilient and trusted cyberspace conducive to Mozambique’s digital transformation and sustainable development.
· Specific objectives:
The specific objectives are:
a) Establish a national mechanism to promote information sharing, cooperation and coordination on cybersecurity matters;
b) Protect Critical Information Infrastructure;
c) Establish a legal and technical-operational cybersecurity framework;
d) Protect information assets;
e) Develop research and innovation capacity in cybersecurity;
f) Promote a national cybersecurity culture.

[bookmark: _Toc238541683]iiiv. Guiding Principles

The guiding principles of PENSC are as follows:
1. Principle of Legality: ensure that legislative measures to combat cybercrime are harmonised at national level and that acts affecting citizens’ privacy and freedoms, and the integrity, availability and resilience of critical infrastructure and information systems, are treated as offences, thereby providing legal certainty at national, regional and international levels.
2. Principle of Risk Management: in the planning and development of ICT, there is a need to develop institutional and operational technical capacities to deal with scenarios of uncertainty in cyberspace through preventive and corrective approaches, with the aim of minimising the impact of changes, threats and cyber risks.
3. Principle of Responsibility: all PENSC actors have a duty to fulfil their responsibilities in the field of cybersecurity and to be accountable for their actions.
4. Principle of Cooperation and Collaboration: in implementing ICT initiatives, all parties should respect mechanisms for cooperation and collaboration, both domestically and internationally, in order to ensure transparent and effective Internet governance in which all actors contribute. Cooperation and collaboration are therefore among the most important precepts of cybersecurity and should guide the operation of Computer Security Incident Response Teams (CSIRTs).
5. Principle of Inclusion: this principle seeks to ensure that all Mozambican citizens, regardless of gender, religion, race, economic status, political choice, location or other attributes, have access to ICT and can use cyberspace safely.

[bookmark: __RefHeading___Toc3317_4125724749][bookmark: _Toc238541684][bookmark: _Toc237964956][bookmark: _Toc237964226]iiiv. Implementation Values of the 2026–2030 Strategy
Digital Trust: Promote a secure and trustworthy digital environment in which citizens, businesses and institutions can use digital technologies with security, privacy and confidence.
[bookmark: __RefHeading___Toc3319_4125724749][bookmark: _Toc237964227][bookmark: _Toc237964957]Responsibility and Accountability - Ensure that all stakeholders in the digital ecosystem assume clear responsibilities for protecting the systems, data and services under their management.
[bookmark: __RefHeading___Toc3321_4125724749][bookmark: _Toc237964958][bookmark: _Toc237964228]Resilience and Continuity: Strengthen national capacity to prevent, withstand, respond to and recover from cyber incidents, ensuring continuity of essential services.
[bookmark: __RefHeading___Toc3323_4125724749][bookmark: _Toc237964229][bookmark: _Toc237964959]Cooperation and Information Sharing: Promote collaboration among Government, the private sector, academia, civil society and international partners, recognising that cybersecurity is a collective responsibility.
[bookmark: __RefHeading___Toc3325_4125724749][bookmark: _Toc237964230][bookmark: _Toc237964960]Innovation and Technological Development: Stimulate research, innovation and development of national cybersecurity solutions, reducing technological dependencies and strengthening digital sovereignty.
[bookmark: __RefHeading___Toc3327_4125724749][bookmark: _Toc237964231][bookmark: _Toc237964961]Excellence and Continuous Improvement: Promote high technical and operational standards through adoption of international standards, certifications, continuous capacity building and ongoing assessment of cyber maturity.
[bookmark: __RefHeading___Toc3329_4125724749][bookmark: _Toc237964232][bookmark: _Toc237964962]Ethics, Transparency and Protection of Rights: Ensure that the development and use of digital technologies respect ethical principles, fundamental rights, privacy and digital inclusion.
[bookmark: __RefHeading___Toc3331_4125724749][bookmark: _Toc237964233][bookmark: _Toc237964963]Anticipation and Adaptability: Develop the capacity to anticipate future threats and continuously adapt to technological evolution and the risk environment.
National Ownership and Strategic Autonomy: Ensure that national cybersecurity priorities, institutional mandates, risk decisions, architecture and regulatory choices remain under Mozambican control, while developing national skills, local solutions and sustainable capacity.
Evidence and Local Reality: Base implementation on validated national baselines, operational data, institutional knowledge, provincial realities and measurable outcomes, complemented by regional and global threat intelligence.
International Cooperation and Cyber Diplomacy: Advance Mozambique’s national interests through trusted information sharing, regional and international partnerships, conventions, confidence-building, joint exercises and coordinated responses to cross-border cyber threats.

[bookmark: _Toc238541685]3. Pillars

The pillars underpinning PENSC are the following six:
I. Leadership and Coordination: establish a National Mechanism for the Promotion, Sharing, Cooperation and Coordination of Cybersecurity Matters.
II. Protection of Critical Information Infrastructure (ICI): the objective of this pillar is to identify and protect ICI and their entire environment, covering systems, devices, processes and people, to ensure that they are not affected and, consequently, neither are the country’s territorial security, political, economic and social stability, nor the reputation of institutions and citizens. Responsibility for protecting this infrastructure lies with all PENSC actors through the application of detection and prevention measures and compliance with applicable legislation.
III. Protection of Information Assets: the objective of this pillar is to protect information and applications through the establishment of quality and security certification programmes for applications and infrastructure, access-control mechanisms, strategies to protect the confidentiality, integrity and availability of information, information-protection regulations, adoption of technological solutions for protection and resilience of systems and Information Assets, and the conduct of audits and assessment of cybersecurity maturity levels.
Information is an important resource for the development, security and defence of nations, and any impediment to access or any destruction may jeopardise the confidence of citizens or private interests, including a country’s sovereignty. Measures should therefore be implemented against threats to individual freedoms, personal data and, ultimately, the privacy, confidentiality and integrity of data.
IV. Legal and Regulatory Framework: the objective of this pillar is to develop a legal and regulatory framework capable of harmonising practices at national, regional and international levels, simplifying and making the fight against cybercrime effective, and providing legal certainty in cyberspace. From this perspective, the legal-administrative framework should be improved to facilitate the actions of the authorities, identification, investigation, clarification and application of measures in cases of contravention.
V. Capacity Development, Research and Innovation: the objective of this pillar focuses on actions aimed at creating and strengthening organisational, human-resource and technological capacities, awareness, and the promotion of research and innovation. To achieve this objective, technical training, capacity building, certification, awareness, research and innovation programmes should be developed so that society, academia and the public and private sectors have the resources required to operate in cyberspace..



VI. Cybersecurity Culture and Awareness: the objective is to make citizens increasingly aware of cyber threats and risks. Awareness programmes should therefore be developed to communicate good practices in the use of ICT that can help reduce exposure to cyber-incident risks.
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Table 1: Initiatives aligned with the Pillars and Specific Objectives.Table 1: Consolidated strategic actions aligned with the Pillars and Specific Objectives (24 actions).

	Code
	Pillar
	Specific objective
	Strategic action 2026–2030

	I.1
	I. Leadership and Coordination
	Establish national mechanisms for leadership, accountability, cooperation, risk-based coordination and international engagement on cybersecurity matters.
	Operationalise the National Cybersecurity Council, Technical Secretariat and National Cybersecurity Authority, including the national responsibility matrix, annual direction, reporting and escalation cycle.

	I.2
	I. Leadership and Coordination
	Establish national mechanisms for leadership, accountability, cooperation, risk-based coordination and international engagement on cybersecurity matters.
	Validate the 2026 national cybersecurity baseline and institutionalise the annual national risk, monitoring, evaluation and maturity cycle, with measurable 2028 and 2030 targets.

	I.3
	I. Leadership and Coordination
	Establish national mechanisms for leadership, accountability, cooperation, risk-based coordination and international engagement on cybersecurity matters.
	Strengthen nCSIRT.MZ and consolidate the National CSIRT Network through clear mandates, constituencies, services, SIM3-based maturity, exercises and sustainable sectoral coverage.

	I.4
	I. Leadership and Coordination
	Establish national mechanisms for leadership, accountability, cooperation, risk-based coordination and international engagement on cybersecurity matters.
	Establish a national cyber diplomacy and international cooperation function linking MCTD, the ministry responsible for foreign affairs, INTIC and nCSIRT.MZ for conventions, trusted threat intelligence, joint exercises and protection of national interests.

	II.1
	II. Protection of Critical Information Infrastructure
	Protect ICI and essential services through designation, risk management, minimum controls, reporting, continuity, audit and remediation.
	Define criteria, designate and maintain a national register of ICI and essential services, classified by risk and linked to accountable officers and escalation contacts.

	II.2
	II. Protection of Critical Information Infrastructure
	Protect ICI and essential services through designation, risk management, minimum controls, reporting, continuity, audit and remediation.
	Approve and implement minimum requirements proportionate to risk for ICI and essential services, covering operational technology, cloud, supply chains, access control, logging, backups and secure configuration.

	II.3
	II. Protection of Critical Information Infrastructure
	Protect ICI and essential services through designation, risk management, minimum controls, reporting, continuity, audit and remediation.
	Implement mandatory incident reporting and closed-loop alerting with taxonomy, deadlines, acknowledgement, evidence of mitigation, closure and escalation.

	II.4
	II. Protection of Critical Information Infrastructure
	Protect ICI and essential services through designation, risk management, minimum controls, reporting, continuity, audit and remediation.
	Implement and test continuity, recovery, isolated backups, ransomware preparedness, risk-based audits and national/sectoral exercises, with remediation tracked to closure.

	III.1
	III. Protection of Information Assets
	Protect Information Assets and strengthen prevention, detection, response, recovery, digital trust and secure lifecycle management.
	Strengthen national threat intelligence, vulnerability management, coordinated disclosure and timely remediation, combining national evidence with trusted regional and global threat information.

	III.2
	III. Protection of Information Assets
	Protect Information Assets and strengthen prevention, detection, response, recovery, digital trust and secure lifecycle management.
	Adopt national security, privacy and trust-by-design requirements for systems, cloud, data centres and Artificial Intelligence, including secure government use of AI and response to AI-enabled threats and manipulated content.

	III.3
	III. Protection of Information Assets
	Protect Information Assets and strengthen prevention, detection, response, recovery, digital trust and secure lifecycle management.
	Integrate supplier security, lifecycle support, portability, exit, asset inventory, technology-debt reduction, cryptographic agility and national capability transfer into ICT procurement and modernisation.

	III.4
	III. Protection of Information Assets
	Protect Information Assets and strengthen prevention, detection, response, recovery, digital trust and secure lifecycle management.
	Strengthen digital identity, Mozambique’s Digital Certification System, electronic signatures, trust services and information integrity, measuring adoption, interoperability, resilience and continuity.

	IV.1
	IV. Legal and Regulatory Framework
	Operationalise the legal and regulatory framework for cybersecurity and cybercrime, with enforceable obligations, rights safeguards and cross-border cooperation.
	Implement Law No. 13/2026 and its regulations, including supervision, significant-incident thresholds, audit, enforcement and the operational framework for the Cybersecurity Fund.

	IV.2
	IV. Legal and Regulatory Framework
	Operationalise the legal and regulatory framework for cybersecurity and cybercrime, with enforceable obligations, rights safeguards and cross-border cooperation.
	Implement Law No. 14/2026, including electronic-evidence procedures, permanent cooperation contact arrangements, investigation capacity and judicial cooperation.

	IV.3
	IV. Legal and Regulatory Framework
	Operationalise the legal and regulatory framework for cybersecurity and cybercrime, with enforceable obligations, rights safeguards and cross-border cooperation.
	Complete and implement the personal-data-protection framework and a proportionate regime for illegal content, with competent authority, due process, transparency, appeal and safeguards for lawful expression.

	IV.4
	IV. Legal and Regulatory Framework
	Operationalise the legal and regulatory framework for cybersecurity and cybercrime, with enforceable obligations, rights safeguards and cross-border cooperation.
	Operationalise regulatory compliance for digital service and platform providers, including applicable registration, licensing, local representation and other national obligations, and advance international convention and cross-border enforcement arrangements.

	V.1
	V. Capacity Development, Research and Innovation
	Develop national skills, education, research, innovation and sustainable capability to operate securely in cyberspace.
	Implement the National Cybersecurity Competency Framework and recurring training for public officials, security officers, technical teams, CSIRT personnel and Data Protection Officers.

	V.2
	V. Capacity Development, Research and Innovation
	Develop national skills, education, research, innovation and sustainable capability to operate securely in cyberspace.
	Develop education, professional certification, train-the-trainer, career pathways and retention measures through schools, technical and higher education, MoRENet and qualified Mozambican training providers.

	V.3
	V. Capacity Development, Research and Innovation
	Develop national skills, education, research, innovation and sustainable capability to operate securely in cyberspace.
	Establish applied research, innovation and shared laboratory programmes focused on national operational needs, local solutions, critical sectors, AI security and emerging technologies.

	V.4
	V. Capacity Development, Research and Innovation
	Develop national skills, education, research, innovation and sustainable capability to operate securely in cyberspace.
	Run national and sectoral exercises, Capture the Flag activities, internships and targeted capacity programmes for SMEs, ICI operators, police, investigators, prosecutors, magistrates and regulators.

	VI.1
	VI. Cybersecurity Culture and Awareness
	Promote an inclusive and sustainable national cybersecurity culture and safe use of ICT, with measurable behaviour change and trusted reporting.
	Implement and sustain the National Safe Internet Centre and associated support, referral and education mechanisms.

	VI.2
	VI. Cybersecurity Culture and Awareness
	Promote an inclusive and sustainable national cybersecurity culture and safe use of ICT, with measurable behaviour change and trusted reporting.
	Run recurring national cyber-hygiene, fraud-prevention and incident-reporting campaigns measured through comparable surveys and behavioural indicators.

	VI.3
	VI. Cybersecurity Culture and Awareness
	Promote an inclusive and sustainable national cybersecurity culture and safe use of ICT, with measurable behaviour change and trusted reporting.
	Implement targeted protection and inclusion programmes for children, young people, women, persons with disabilities, rural communities and other vulnerable groups.

	VI.4
	VI. Cybersecurity Culture and Awareness
	Promote an inclusive and sustainable national cybersecurity culture and safe use of ICT, with measurable behaviour change and trusted reporting.
	Build provincial and community-level cybersecurity engagement in accessible languages and formats, using local institutions, private-sector and civil-society partners to strengthen trusted reporting and feedback loops.
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[bookmark: _Toc238541688]5.1. Cybersecurity Governance Model
[bookmark: _Toc238541689]Role of the Main Actors
The governance model ensures that strategic direction, regulation, operational coordination, sectoral implementation and supervision are exercised by entities with clear functions. Each process and each action in the Action Plan should have a single accountable entity, supported by implementing entities and an escalation pathway.
• The National Cybersecurity Council, chaired by the Prime Minister under Law No. 13/2026, provides strategic direction, national prioritisation, multisectoral coordination, oversight of implementation and resolution of high-level obstacles.
• The Ministry responsible for communications and digital transformation provides policy direction, government coordination and integration of the Strategy into national planning and budget instruments.
• The ministry responsible for foreign affairs supports cyber diplomacy, international negotiations, convention processes and strategic engagement with regional and international partners, in coordination with MCTD, INTIC and other competent authorities. [LEAD ARRANGEMENT TO BE CONFIRMED: institutional lead and whether a dedicated cyber/ICT diplomacy focal point or role will be designated.]	Comment by OpenAI Strategy Review: Confirm the formal governance arrangement between MCTD, the ministry responsible for foreign affairs, INTIC and nCSIRT.MZ for international negotiations, conventions, cyber diplomacy and operational threat-information exchange.	Comment by OpenAI Strategy Review: Confirm the institutional lead for cyber diplomacy, the role of the ministry responsible for foreign affairs, and whether Mozambique intends to designate a dedicated cyber/ICT diplomat or a coordination function without creating a new post.
• INTIC performs the functions of the National Cybersecurity Authority, including regulation, supervision, enforcement, issuance of standards and coordination of the National Monitoring and Evaluation System.
• nCSIRT.MZ operationally coordinates incident prevention and response, alert sharing, threat intelligence and the National CSIRT Network. It should have a clearly defined Organisational Charter, mandate, constituency, services, authority and escalation arrangements.
• There should be a clear functional separation between the operational and confidential assistance provided by nCSIRT.MZ and regulatory, enforcement, criminal-investigation or sanctioning functions. This separation protects trust and encourages timely reporting, without preventing escalation to the competent authority where there is serious non-compliance or high risk.
• ATDI coordinates and implements components of the State’s digital agenda, including interoperability and modernisation of Public Administration, in coordination with MCTD and INTIC. Its specific responsibilities for secure procurement, asset inventory and reduction of technology debt should be confirmed in the Action Plan.
• Regulators and sectoral ministries adapt national requirements to the criticality of their respective sectors, supervise compliance and ensure that operators have accountable officers, reporting channels, continuity plans and response capacity.
• ICI operators, essential-service providers, digital providers and public and private entities implement measures proportionate to risk, report incidents, respond to alerts, preserve evidence and maintain tested recovery plans.• ICI operators, essential-service providers, digital providers and public and private entities implement measures proportionate to risk, report incidents, respond to alerts, preserve evidence and maintain tested recovery plans. Digital service and platform providers operating in or targeting the Mozambican market should comply with applicable national registration, licensing, local-representation, cybersecurity, data, consumer and other legal obligations, including cross-border cooperation requirements where established by law.	Comment by OpenAI Strategy Review: Confirm the exact legal basis and scope for registration, licensing, local representation, cybersecurity, data, consumer and any financial obligations for cross-border digital providers. The final wording should cite the applicable instruments and competent authorities.
• Criminal-investigation authorities, the Public Prosecution Service and the courts ensure investigation, electronic evidence, judicial cooperation and criminal accountability, while maintaining functions distinct from technical incident-coordination teams.
• Academia, the private sector, civil society, international partners and citizens contribute to research, innovation, skills, awareness, inclusion, knowledge sharing and trust building.• Academia, the private sector, civil society, international partners and citizens contribute to research, innovation, skills, awareness, inclusion, knowledge sharing and trust building within nationally defined priorities. Cooperation should strengthen Mozambican capacity, institutional ownership and access to trusted international threat information while protecting confidential information and national interests.
[bookmark: _Toc238541690]5.2. National Cybersecurity Framework
The National Cybersecurity Framework is the implementation architecture of the Strategy and does not create a new body or a new pillar. The Framework connects the six PENSC pillars, the Action Plan, the national risk-management cycle, governance, operational coordination, sectoral implementation, monitoring, financing and accountability.
The implementation cycle comprises: annual risk assessment and prioritisation; programming and budgeting of actions; implementation by defined accountable entities; quarterly monitoring; annual reporting to the CNSC; remediation of delayed actions; a mid-term review in 2028; and final evaluation in 2030. The results should update priorities and guide resource allocation.
Risk management covers the systems, data, people, processes, suppliers and physical and digital dependencies associated with ICI and essential services. Decisions on minimum controls, audits, exercises, monitoring, redundancy, procurement, modernisation and incident response should be proportionate to criticality and risk.Risk management covers the systems, data, people, processes, suppliers and physical and digital dependencies associated with ICI and essential services. National threat modelling should combine validated Mozambican asset, dependency, vulnerability and incident data with trusted regional and international threat intelligence, including emerging AI-enabled threats. Decisions on minimum controls, audits, exercises, monitoring, redundancy, procurement, modernisation and incident response should be proportionate to criticality and risk.	Comment by OpenAI Strategy Review: Approve the national threat-modelling method, data classification rules and criteria for trusted external threat-intelligence sources. The intention is to balance local evidence and ownership with regional and global threat awareness.
The National Monitoring, Evaluation and Maturity System will use instruments suited to different purposes. The national level should measure implementation and the capacities of the Strategy; CSIRTs should use SIM3 and appropriate baselines; and institutions may use the NIST Cybersecurity Framework and Cybermeter for self-assessment and improvement. A single index should not be used to replace these complementary perspectives. [METHOD TO BE APPROVED: national maturity framework and sectoral baselines.]	Comment by OpenAI Strategy Review: Approve the methodology, frequency, data owners, confidentiality and aggregate disclosure. Keep national capability, CSIRT maturity (SIM3) and organisational maturity (for example NIST CSF/Cybermeter) as complementary measures rather than one index.
The CNSC oversees the results. INTIC manages the Monitoring and Evaluation framework and consolidates accountability. ONSC collects, consolidates and analyses statistical data. nCSIRT.MZ provides data on incidents, alerts, vulnerabilities and response. Regulators provide sectoral compliance and maturity data. Implementing entities preserve and submit the evidence defined in the Action Plan.
The Framework should be formalised through a national responsibility matrix, information-sharing protocols, classification levels, confidentiality rules, escalation channels and mechanisms linking results and risks to budget decisions.
[image: ]
[bookmark: _Toc238541691]6. Financing Framework for the Implementation of the Cybersecurity Strategy
Implementation of the Strategy requires a sustainable, predictable and transparent financing model. Essential functions of governance, regulation, incident coordination, ICI registration, alerts, monitoring, training and exercises should not depend exclusively on external projects or revenues that are not yet available.
Financing will be organised in three levels. Level A is the mandatory minimum package, implementable through the State Budget, institutional budgets and existing personnel. Level B is operational expansion, including tools, audits, specialised training and selective modernisation, conditional on confirmed financing. Level C is capital-intensive investment, including system replacement, redundancy and specialised infrastructure, which should proceed only when financing and recurring lifecycle costs are secured.
Sources may include the State Budget, institutional budgets, the Cybersecurity Fund when operational and capitalised, legally earmarked revenues, contributions provided for in applicable legislation, investment by operators in meeting their own obligations, partner support and Public-Private Partnerships for specific projects. Fees, contributions and licensing revenues should be considered only where there is a clearly defined legal basis, collection mechanism and allocation rule.
The Cybersecurity Fund should be treated as a potential source for expansion, not as secured financing, until its operating rules, revenue sources, governance, eligibility criteria, disbursement mechanisms, audit and accountability arrangements have been approved. [FINANCING TO BE CONFIRMED: capitalisation and operating rules of the Cybersecurity Fund.]The Cybersecurity Fund should be treated as a potential source for expansion, not as secured financing, until its operating rules, revenue sources, governance, eligibility criteria, disbursement mechanisms, audit and accountability have been approved. Subject to those rules and the applicable legal framework, the Fund may support eligible public-interest cybersecurity investments by public institutions and private operators that form part of national cyber resilience, provided eligibility, conflict-of-interest, procurement, audit and accountability safeguards are explicit. [FINANCING TO BE CONFIRMED: capitalisation, private-sector eligibility and operating rules of the Cybersecurity Fund.]	Comment by OpenAI Strategy Review: Confirm the Fund regulation, revenue sources, initial allocation, governance, eligibility of private-sector projects, disbursement, audit and accountability. Legal creation of the Fund does not by itself demonstrate financial availability.
The Action Plan should provide a bottom-up estimate for each action, distinguishing capital costs, personnel, training, communications, licences, maintenance, renewal, support, contingency and other recurring costs. Adoption of an aggregate estimate without a methodology and linkage to the actions should be avoided. [COSTS TO BE COMPLETED: bottom-up estimate by action, CAPEX, OPEX, personnel, contingency and financing source.]	Comment by OpenAI Strategy Review: Prepare the separate budget instrument from the final action IDs, distinguishing CAPEX, annual OPEX, personnel, training, licences, maintenance, communications, renewal, contingency and confirmed financing.	Comment by Oula Järvinen: Should be done as Annex that is removed from ready strategy.
Each action should indicate the confirmed financing source, the entity responsible for the budget, the disbursement schedule and the minimum version that will be implemented if additional resources are not mobilised. The CNSC should annually review financial implementation together with results and risks, prioritising actions with the greatest national impact.

Indicative Financing Envelope for 2026–2030

The implementation of the National Cybersecurity Strategy 2026–2030 is supported by an indicative financing framework based on risk prioritisation and phased capability development. Detailed annual budgets, costing assumptions, staffing estimates, capital expenditure (CAPEX), operational expenditure (OPEX) and funding sources are maintained in the separate Budget and Resource Plan.

The current indicative financing envelope for the implementation period 2026–2030 is estimated at approximately MZN 2.16 billion (USD 33.8 million). Resources are prioritised according to national risk, legal obligations and implementation dependencies.
	Financing Level
	Purpose
	Indicative Budget

	Priority 1
	Essential national cybersecurity capabilities, legal obligations, critical infrastructure protection, governance, incident response and foundational national functions.
	MZN 1.33 billion (USD 20.7 million)

	Priority 2
	Expansion of resilience, assurance, supervision, sector implementation, coordination, skills development and operational maturity.
	MZN 640 million (USD 10.0 million)

	Priority 3
	Strategic enhancement initiatives, advanced capabilities and investments dependent on institutional readiness and available resources.
	MZN 194 million (USD 3.0 million)

	Total
	National Cybersecurity Strategy 2026–2030
	MZN 2.16 billion (USD 33.8 million)



Risk-Based Prioritisation
Priority 1 activities address immediate and systemic cyber risks, statutory obligations, critical national dependencies and foundational capabilities required for implementation of the Strategy. These initiatives constitute the minimum capability baseline and should receive priority consideration in national planning and budgeting processes.
Priority 2 activities strengthen resilience, assurance, coordination, sector implementation and long-term sustainability once core national capabilities are in place. These activities significantly improve national cyber maturity and operational effectiveness.
Priority 3 activities provide strategic enhancement, advanced capabilities and future-oriented investments that may be implemented progressively according to institutional readiness, available financing and implementation maturity.
The table above presents the indicative financing envelope for the full 2026–2030 Strategy period and should not be interpreted as an annual budget. A more detailed budget by pillar, year and initiative/action is maintained in the separate Budget and Resource Plan, including costing assumptions, CAPEX, OPEX, staffing estimates, implementation dependencies and proposed financing sources. The financing envelope shall be reviewed annually as part of the national planning, budgeting, implementation monitoring and risk-assessment cycle. For example, the annual review may confirm whether Priority 1 activities remain fully funded, update the phasing of Priority 2 resilience and assurance measures, or defer selected Priority 3 enhancements where institutional readiness, confirmed financing or recurring lifecycle costs are not yet sufficient. Detailed budget control and resource allocation shall therefore be managed through the separate Budget and Resource Plan rather than through the Strategy itself.

[bookmark: _Toc238541692]
Annex 1: Action Plan


This Action Plan organises the Strategy’s priorities into executable actions, with a single accountable entity, annual milestones, indicators, evidence, resource class and financing assumptions. Quantitative targets should be confirmed from the 2026 baselines and reviewed in the 2028 mid-term evaluation cycle. Essential Level A actions should be implementable with national and institutional resources; Level B and C actions should proceed only when financing and recurring lifecycle costs are secured.Annex 1 provides a summary implementation matrix for the Strategy. The full Implementation Plan is maintained as a separate operational document, with detailed annual activities, milestones, indicators, evidence requirements, costing assumptions, financing sources, institutional dependencies and implementation monitoring arrangements. The matrix below identifies the strategic actions, indicative responsibilities and implementation priorities required to guide the 2026–2030 cycle, while detailed implementation control is managed through the separate Implementation Plan and Budget and Resource Plan.
This Action Plan organises the Strategy’s priorities into executable actions, with a single accountable entity, annual milestones, indicators, evidence, resource class and financing assumptions. Quantitative targets should be confirmed from the 2026 baselines and reviewed in the 2028 mid-term evaluation cycle. Essential Level A actions should be implementable with national and institutional resources; Level B and C actions should proceed only when financing and recurring lifecycle costs are secured.	Comment by OpenAI Strategy Review: Confirm the final document package: keep Annex 1 in the review master for traceability, or issue the Action Plan as a separate controlled document before ministerial/Council approval. If separated, the Strategy should retain only the consolidated strategic-action table and a formal reference to the Action Plan.
	ID
	Priority action and result
	Responsibility, legal basis and milestones
	Indicator, resources and financing

	A1I.1
	Governance, accountability and national coordinationResult: responsibilities, reporting, escalation and annual oversight clearly defined.Governance, accountability and national coordination
Result: clear national responsibilities, reporting, escalation and annual oversight.
	Accountable entity: CNSC. Support: MCTD, INTIC, regulators and sectoral ministries. Basis: PENSC and Law No. 13/2026. Milestones: 2026, national responsibility matrix and Technical Secretariat; 2027, first annual report; 2028, mid-term review; 2029, corrections; 2030, final evaluation.CNSC. Support: MCTD, INTIC, regulators and sectoral ministries. Basis: PENSC and Law No. 13/2026. Milestones: 2026 responsibility matrix and Technical Secretariat; 2027 first annual report; 2028 mid-term review; 2029 corrective actions; 2030 final evaluation.
	KPI: 100% of priority actions with an accountable entity and evidence of implementation. Resources: Level A. Financing: State Budget and institutional budgets.KPI: 100% of priority actions have one accountable entity and evidence of implementation. Resources: Level A. Financing: State and institutional budgets.

	A2I.2
	Registration and risk management of ICI and essential servicesResult: up-to-date national view of entities, systems, dependencies and accountable entities, classified by risk.Validated baseline, national risk and M&E cycle
Result: decisions are based on a verified national baseline and annually updated risk picture.
	Accountable entity: INTIC. Support: regulators, operators and sectoral ministries. Milestones: 2026, methodology and criteria; 2027, initial Level 1 register; 2028, full Level 1 coverage; 2029–2030, annual updating and integration of supply chain, cloud and operational technology.INTIC/ONSC. Support: nCSIRT.MZ, regulators, provinces and implementing entities. Milestones: 2026 validate baseline for ICI, systems, maturity, workforce and awareness; 2027 annual NCRA and dashboard; 2028 target review; 2029–2030 annual updates.
	KPI: 100% of Level 1 ICI and essential services identified and classified by risk by 2028. Resources: Level A/B. Financing: INTIC, regulators and confirmed technical support.KPI: 2026 baseline approved; annual national risk assessment and evidence-based dashboard operational from 2027. Resources: Level A/B. [BASELINE SCOPE TO BE CONFIRMED: datasets, owners and validation process.]	Comment by OpenAI Strategy Review: Confirm which 2026 baseline datasets already exist, who owns and validates them, and which must be newly collected. The baseline should cover ICI/services, system exposure, CSIRT maturity, workforce/capability and awareness/behaviour.

	A3I.3
	Minimum controls, self-assessment, audit and remediationResult: priority entities demonstrate a minimum level of protection and a controlled remediation pathway.nCSIRT.MZ and National CSIRT Network maturity
Result: sustainable incident-management ecosystem with defined mandates, services, escalation and trust.
	Accountable entity: INTIC. Support: regulators and competent auditors. Milestones: 2026, draft baseline controls; 2027, issuance and sectoral guidance; 2028, self-assessment; 2029, risk-based audits; 2030, follow-up and escalation.INTIC/nCSIRT.MZ. Support: regulators, sectoral CSIRTs, ATDI and operators. Milestones: 2026 charters and SIM3 baselines; 2027 FIRST Services Framework; 2028 exercises; 2029 risk-based expansion; 2030 maturity evaluation.
	KPI: 100% of priority entities assessed and compliant or covered by an approved remediation plan by 2030. Resources: Level A/B.KPI: all Level 1 sectors have tested response mechanisms and an operational link to nCSIRT.MZ by 2030. Resources: Level A/B/C according to maturity and recurring financing.

	A4I.4
	Closed-loop alerts and incident reportingResult: every critical alert has a recipient, accountable entity, deadline, response, evidence of mitigation and closure or escalation.Cyber diplomacy and international cooperation
Result: Mozambique participates in trusted cooperation while protecting national interests, confidentiality and ownership.
	Accountable entity: nCSIRT.MZ; supervision by the National Authority. Support: sectoral CSIRTs and focal points. Milestones: 2026, manual process and taxonomy; 2027, platform; 2028, adoption by Level 1 entities; 2029, expansion; 2030, evidence-based maturity.MCTD with the ministry responsible for foreign affairs; INTIC/nCSIRT.MZ technical support. Milestones: 2026 map mechanisms and designate focal arrangements; 2027 cooperation plan; 2028 joint exercises/agreements; 2029–2030 review and expansion. [LEAD ARRANGEMENT TO BE CONFIRMED: cyber/ICT diplomacy function.]
	KPI: 95% of critical alerts acknowledged within the deadline and 90% mitigated or under approved mitigation by 2030. Resources: Level A for the process; Level B for automation.KPI: designated coordination mechanism, active convention/cooperation processes and documented use of trusted international threat information. Resources: Level A/B.

	A5II.1
	Maturity of nCSIRT, the National CSIRT Network and SOC functionsResult: a sustainable incident-management ecosystem with clearly defined mandates, constituencies, services, escalation and trust.ICI and essential-service designation and risk register
Result: current, risk-classified national view of critical entities, systems, dependencies and accountable officers.
	Accountable entity: INTIC / nCSIRT.MZ. Support: regulators, sectoral CSIRTs, ATDI and operators. Milestones: 2026, Organisational Charters and SIM3 baselines; 2027, services defined using the FIRST Services Framework; 2028, exercises; 2029, expansion based on criticality and resources; 2030, evaluation. SOC functions only where there is direct network visibility and linkage to the competent CSIRT.INTIC. Support: regulators, operators and sectoral ministries. Milestones: 2026 methodology and criteria; 2027 initial Level 1 register; 2028 full Level 1 coverage; 2029–2030 annual update including supply chain, cloud and OT.
	KPI: all Level 1 sectors with tested response mechanisms and operational linkage to nCSIRT by 2030. Resources: Level A/B/C, scaled according to maturity and recurring financing.KPI: 100% of Level 1 ICI and essential services identified and risk-classified by 2028. Resources: Level A/B.

	A5II.2
	Maturity of nCSIRT, the National CSIRT Network and SOC functionsResult: a sustainable incident-management ecosystem with clearly defined mandates, constituencies, services, escalation and trust.Minimum controls and sectoral requirements
Result: priority entities demonstrate a minimum, risk-proportionate level of protection.
	Accountable entity: INTIC / nCSIRT.MZ. Support: regulators, sectoral CSIRTs, ATDI and operators. Milestones: 2026, Organisational Charters and SIM3 baselines; 2027, services defined using the FIRST Services Framework; 2028, exercises; 2029, expansion based on criticality and resources; 2030, evaluation. SOC functions only where there is direct network visibility and linkage to the competent CSIRT.INTIC and sectoral regulators. Milestones: 2026 baseline controls; 2027 sector guidance; 2028 implementation in Level 1 entities; 2029 risk-based audits; 2030 remediation follow-up.
	KPI: all Level 1 sectors with tested response mechanisms and operational linkage to nCSIRT by 2030. Resources: Level A/B/C, scaled according to maturity and recurring financing.KPI: 100% of Level 1 entities assessed and compliant or covered by an approved remediation plan by 2030. Resources: Level A/B.

	A5II.3
	Maturity of nCSIRT, the National CSIRT Network and SOC functionsResult: a sustainable incident-management ecosystem with clearly defined mandates, constituencies, services, escalation and trust.Closed-loop alerts and incident reporting
Result: critical alerts and reportable incidents have a recipient, owner, deadline, response evidence and closure/escalation.
	Accountable entity: INTIC / nCSIRT.MZ. Support: regulators, sectoral CSIRTs, ATDI and operators. Milestones: 2026, Organisational Charters and SIM3 baselines; 2027, services defined using the FIRST Services Framework; 2028, exercises; 2029, expansion based on criticality and resources; 2030, evaluation. SOC functions only where there is direct network visibility and linkage to the competent CSIRT.nCSIRT.MZ; supervision by the National Authority. Support: sectoral CSIRTs and focal points. Milestones: 2026 taxonomy and manual process; 2027 platform; 2028 Level 1 adoption; 2029 expansion; 2030 evidence-based maturity.
	KPI: all Level 1 sectors with tested response mechanisms and operational linkage to nCSIRT by 2030. Resources: Level A/B/C, scaled according to maturity and recurring financing.KPI: 95% of critical alerts acknowledged within deadline and 90% mitigated or under approved mitigation by 2030. Resources: Level A for process; Level B for automation.

	A5II.4
	Maturity of nCSIRT, the National CSIRT Network and SOC functionsResult: a sustainable incident-management ecosystem with clearly defined mandates, constituencies, services, escalation and trust.Continuity, recovery, ransomware, audits and exercises
Result: essential services are recoverable and tested, and findings are tracked to closure.
	Accountable entity: INTIC / nCSIRT.MZ. Support: regulators, sectoral CSIRTs, ATDI and operators. Milestones: 2026, Organisational Charters and SIM3 baselines; 2027, services defined using the FIRST Services Framework; 2028, exercises; 2029, expansion based on criticality and resources; 2030, evaluation. SOC functions only where there is direct network visibility and linkage to the competent CSIRT.Each ICI/essential-service operator; coordination by INTIC/nCSIRT.MZ and sectoral regulators. Milestones: 2026 recovery objectives; 2027 tested plans and isolated backups; 2028 sector exercises; 2029 multisector exercises/audits; 2030 recovery evaluation.
	KPI: all Level 1 sectors with tested response mechanisms and operational linkage to nCSIRT by 2030. Resources: Level A/B/C, scaled according to maturity and recurring financing.KPI: 100% of Level 1 entities have tested plans, protected backups and assigned post-exercise/remediation actions. Resources: Level A/B; major redundancy is Level C.

	A5III.1
	Maturity of nCSIRT, the National CSIRT Network and SOC functionsResult: a sustainable incident-management ecosystem with clearly defined mandates, constituencies, services, escalation and trust.Threat intelligence, vulnerability management and remediation
Result: national and trusted international threat information is converted into prioritised, verifiable remediation.
	Accountable entity: INTIC / nCSIRT.MZ. Support: regulators, sectoral CSIRTs, ATDI and operators. Milestones: 2026, Organisational Charters and SIM3 baselines; 2027, services defined using the FIRST Services Framework; 2028, exercises; 2029, expansion based on criticality and resources; 2030, evaluation. SOC functions only where there is direct network visibility and linkage to the competent CSIRT.nCSIRT.MZ/INTIC. Support: CSIRTs, operators, researchers and trusted partners. Milestones: 2026 process and disclosure policy; 2027 vulnerability/patch metrics; 2028 sector adoption; 2029–2030 continuous improvement.
	KPI: all Level 1 sectors with tested response mechanisms and operational linkage to nCSIRT by 2030. Resources: Level A/B/C, scaled according to maturity and recurring financing.KPI: critical vulnerabilities and priority threat advisories tracked to remediation or approved risk treatment within defined timeframes. Resources: Level A/B.

	A5III.2
	Maturity of nCSIRT, the National CSIRT Network and SOC functionsResult: a sustainable incident-management ecosystem with clearly defined mandates, constituencies, services, escalation and trust.Security, privacy and trust by design, including AI
Result: new systems and AI use are designed with security, privacy, resilience and information integrity from the outset.
	Accountable entity: INTIC / nCSIRT.MZ. Support: regulators, sectoral CSIRTs, ATDI and operators. Milestones: 2026, Organisational Charters and SIM3 baselines; 2027, services defined using the FIRST Services Framework; 2028, exercises; 2029, expansion based on criticality and resources; 2030, evaluation. SOC functions only where there is direct network visibility and linkage to the competent CSIRT.INTIC with ATDI and sectoral authorities. Milestones: 2026 national design guidance; 2027 AI/cloud/data-centre requirements; 2028 application to designated investments; 2029 assurance reviews; 2030 evaluation.
	KPI: all Level 1 sectors with tested response mechanisms and operational linkage to nCSIRT by 2030. Resources: Level A/B/C, scaled according to maturity and recurring financing.KPI: 100% of designated new systems apply approved design requirements by 2028. Resources: Level A/B. [AI CAPABILITY/BUDGET TO BE CONFIRMED: dedicated government AI-security capacity and cost line.]	Comment by OpenAI Strategy Review: Confirm whether AI security should have a dedicated government capability and budget line or be embedded across existing cybersecurity functions. The meeting explicitly requested visible AI actions and resource implications.

	A5III.3
	Maturity of nCSIRT, the National CSIRT Network and SOC functionsResult: a sustainable incident-management ecosystem with clearly defined mandates, constituencies, services, escalation and trust.Secure procurement, lifecycle, technology debt and cryptographic agility
Result: new investments avoid preventable dependency and vulnerability, while high-risk legacy systems are replaced, retired or mitigated.
	Accountable entity: INTIC / nCSIRT.MZ. Support: regulators, sectoral CSIRTs, ATDI and operators. Milestones: 2026, Organisational Charters and SIM3 baselines; 2027, services defined using the FIRST Services Framework; 2028, exercises; 2029, expansion based on criticality and resources; 2030, evaluation. SOC functions only where there is direct network visibility and linkage to the competent CSIRT.[MANDATE TO BE CONFIRMED: ATDI responsibilities for secure procurement, asset inventory and technology-debt reduction.] Support: INTIC, Ministry of Economy and Finance and public entities. Milestones: 2026 inventory/criteria; 2027 adoption; 2028 designated procurement coverage; 2029 modernisation; 2030 high-risk legacy plans.	Comment by OpenAI Strategy Review: Confirm in ATDI's organic statute or formal mandate which functions cover Government architecture, ICT procurement, asset inventory, interoperability, modernisation and reduction of technology debt. Adjust the accountable entity accordingly.
	KPI: all Level 1 sectors with tested response mechanisms and operational linkage to nCSIRT by 2030. Resources: Level A/B/C, scaled according to maturity and recurring financing.KPI: 100% of designated procurements apply security, support, portability/exit and capability-transfer criteria by 2028; all high-risk legacy systems under approved plan by 2030. Resources: Level A/B/C.	Comment by OpenAI Strategy Review: Confirm whether procurement law allows explicit local-content or national-preference criteria. The current wording deliberately uses capability transfer, lifecycle support, portability and exit to strengthen local capability without assuming a procurement preference that may require separate legal authority.

	A5III.4
	Maturity of nCSIRT, the National CSIRT Network and SOC functionsResult: a sustainable incident-management ecosystem with clearly defined mandates, constituencies, services, escalation and trust.Digital identity, certification and trust services
Result: public digital services and electronic transactions are more authentic, secure, interoperable and resilient.
	Accountable entity: INTIC / nCSIRT.MZ. Support: regulators, sectoral CSIRTs, ATDI and operators. Milestones: 2026, Organisational Charters and SIM3 baselines; 2027, services defined using the FIRST Services Framework; 2028, exercises; 2029, expansion based on criticality and resources; 2030, evaluation. SOC functions only where there is direct network visibility and linkage to the competent CSIRT.[ACCOUNTABLE ENTITY TO BE CONFIRMED: national digital identity governance and operation.] In coordination with ATDI and INTIC. Milestones: 2026 governance/architecture; 2027 security/privacy; 2028 priority integration; 2029 expansion; 2030 use/security/continuity evaluation.	Comment by OpenAI Strategy Review: Identify the entity responsible for governance, architecture, operation, security, data protection, continuity and supervision of national digital identity, including the respective roles of ATDI, INTIC, Justice and Interior.
	KPI: all Level 1 sectors with tested response mechanisms and operational linkage to nCSIRT by 2030. Resources: Level A/B/C, scaled according to maturity and recurring financing.KPI: priority services integrated with auditable identity and trust mechanisms; adoption and continuity measured. Resources: Level B/C.


Table A1. Action Plan 2026–2030 (continued)Table A1. Consolidated Action Plan 2026–2030 (continued)
	ID
	Priority action and result
	Responsibility, legal basis and milestones
	Indicator, resources and financing

	A6IV.1
	Continuity, recovery, backups and ransomware responseResult: essential services are recoverable and tested, with post-exercise lessons tracked through to closure.Operational implementation of Law No. 13/2026
Result: cybersecurity obligations, supervision, reporting, audit, enforcement and Fund governance are operational.
	Accountable entity: each operator or essential-service entity; national coordination by INTIC/nCSIRT and sectoral supervision. Milestones: 2026, recovery requirements and objectives; 2027, plans and isolated backups; 2028, sectoral exercises; 2029, multisectoral exercises; 2030, recovery assessment.MCTD/INTIC according to legal mandates. Milestones: 2026–2027 implementing regulations and procedures; 2028 compliance cycle; 2029 enforcement review; 2030 evaluation.
	KPI: 100% of Level 1 entities with tested plans, protected backups and assigned post-exercise actions. Resources: Level A/B; redundancy investments are Level C.KPI: priority regulations and supervisory procedures approved and operational. Resources: Level A/B. [FUND RULES TO BE CONFIRMED: capitalisation, governance, eligibility and private-sector support.]

	A7IV.2
	Secure procurement, lifecycle management, technology debt and cryptographic agilityResult: new investments do not create avoidable vulnerabilities, and the highest-risk legacy systems are replaced, decommissioned or mitigated.Cybercrime law, electronic evidence and 24/7 cooperation
Result: Law No. 14/2026 is operational with effective investigation, evidence and judicial cooperation.
	[MANDATE TO BE CONFIRMED: ATDI responsibilities for secure procurement, inventory and reduction of technology debt.] Support: INTIC, Ministry of Economy and Finance and public entities. Milestones: 2026, inventory and criteria; 2027, adoption; 2028, full application to designated procurements; 2029, modernisation; 2030, all high-risk systems under an approved plan.Ministry of Justice, PGR, criminal-investigation authorities and competent bodies, coordinated with MCTD/INTIC where relevant. Milestones: implementing procedures; e-evidence chain; 24/7 contact; training; annual review.
	KPI: 100% of designated procurements apply approved criteria by 2028; all high-risk legacy systems under a plan by 2030. Resources: Level A for rules/inventory; Level B/C for replacement.KPI: priority procedures operational and tested through cases/exercises. Resources: Level A/B.

	A8IV.3
	Legal implementation, data protection, cybercrime and international cooperationResult: new legal framework operational, with safeguards for rights, electronic evidence and effective cooperation.Data protection, content legality and rights safeguards
Result: operational data-protection framework and proportionate content-related procedures with due process and appeal.
	Accountable entity: MCTD for coordination of the legislative roadmap, with INTIC, the Ministry of Justice, PGR and other competent entities. Milestones: regulations for Laws No. 13/2026 and 14/2026; follow-up of the Data Protection Bill; electronic-evidence procedures and a 24/7 contact point; process of accession to the Budapest Convention. [STATUS TO BE CONFIRMED: ratification of the United Nations Convention against Cybercrime.] [ACCOUNTABLE ENTITY TO BE CONFIRMED: competent authority for legality and content removal.]Competent legal and regulatory authorities. Milestones: complete data-protection framework; establish authority/procedures; define content legality/removal process and appeal; implementation review. [ACCOUNTABLE ENTITY TO BE CONFIRMED: authority for legality and content removal.]	Comment by OpenAI Strategy Review: Identify the legally competent authority, legal basis, notification/action procedure, decision criteria, transparency, appeal and rights safeguards. nCSIRT.MZ should not decide on the legality of content.
	KPI: priority regulatory instruments and procedures approved and operational. Resources: Level A/B. Evidence: legal instruments, procedures, agreements and implementation reports.KPI: legal instruments and procedures approved, published and operational with documented rights safeguards. Resources: Level A/B.

	A9IV.4
	Digital identity, digital certification and trust servicesResult: more authentic, secure, interoperable and trustworthy public digital services and electronic transactions.Digital-provider regulation and cross-border legal cooperation
Result: relevant digital service/platform providers comply with Mozambican law and cross-border obligations are enforceable.
	[ACCOUNTABLE ENTITY TO BE CONFIRMED: entity competent for governance and operation of the national digital identity.] In coordination with ATDI and INTIC. Milestones: 2026, governance and architecture; 2027, security and privacy requirements; 2028, priority integration; 2029, expansion; 2030, evaluation of use, security and continuity.INTIC/MCTD with competent economic, tax, consumer, justice and foreign-affairs authorities. Milestones: 2026 legal mapping; 2027 compliance/registration mechanisms; 2028 supervision of designated providers; 2029 cross-border enforcement; 2030 review. [LEGAL SCOPE TO BE CONFIRMED: registration, local representation, licensing and financial contributions.]	Comment by OpenAI Strategy Review: Confirm which obligations already have a legal basis, which are under development, and which authority enforces them. Avoid implying a general financial contribution requirement unless legislation expressly provides for it.
	KPI: priority services integrated with auditable identity and trust mechanisms. Resources: Level B/C; financing subject to the digital-transformation plan and lifecycle costs.KPI: designated providers have verified compliance status; convention/cooperation arrangements progress and are operational where applicable. Resources: Level A/B.

	A10V.1
	Skills, education, awareness, research and innovationResult: a sustainable skills pipeline and measurable improvement in security behaviour.National competency framework and recurring professional training
Result: public institutions and critical sectors have defined roles and recurring skills development.
	Accountable entity: INTIC for coordination; support from the Ministry of Education, educational institutions, MoRENet, the private sector and civil society. Milestones: competency framework; academic pathways; certification; internships and Capture the Flag exercises; inclusive campaigns; applied research and training for police, magistrates and regulators.INTIC. Support: public bodies, CSIRTs, universities and professional providers. Milestones: 2026 competency framework; 2027 role-based curricula; 2028 recurring delivery; 2029 skills-gap review; 2030 retained-capacity assessment.
	[BASELINE AND TARGET TO BE DEFINED: awareness and behaviour.] Additional KPIs: certified professionals, graduates, internships, exercises and retained capacity. Resources: Level A/B.KPI: priority roles mapped to competency profiles and annual training completion/retention measured. Resources: Level A/B.

	A11V.2
	National Monitoring, Evaluation and Maturity SystemResult: decisions and investments supported by data, indicators, maturity assessments and evidence of implementation.Education, certification, train-the-trainer and retention
Result: sustainable Mozambican pipeline of qualified trainers and cybersecurity professionals.
	Accountable entity: INTIC; oversight by CNSC; ONSC consolidates and analyses data; nCSIRT provides operational data; regulators provide sectoral data. Milestones: 2026, design and baselines; 2027, dashboard and reporting; 2028, mid-term review; 2029, corrections; 2030, final evaluation.INTIC with education authorities, universities, MoRENet and qualified local training providers. Milestones: curricula, professional certification pathways, trainer accreditation, internships and career/retention measures.
	[METHOD TO BE APPROVED: national maturity framework and sectoral baselines.] KPI: percentage of indicators reported with evidence, delayed actions corrected and improvement in maturity. Resources: Level A/B.KPI: certified professionals, qualified trainers, graduates, internships and retained capacity increase against the 2026 baseline. Resources: Level A/B.

	A12V.3
	Sustainable financing and lifecycle managementResult: essential commitments financed and expansions conditional on availability of recurring resources.Applied research, innovation and local cybersecurity solutions
Result: national research and innovation address operational needs and reduce avoidable external dependency.
	Accountable entity: MCTD, in coordination with the Ministry of Economy and Finance and implementing entities. Milestones: approval of the Action Plan and budget; integration into annual planning cycles; review of costs and financing; sustainability assessment. [DEADLINE TO BE APPROVED: approval of the Action Plan.]INTIC with academia, MoRENet, private sector and innovation bodies. Milestones: 2026 priority research agenda; 2027 shared labs/challenges; 2028 applied pilots including AI security; 2029 scale viable solutions; 2030 impact review.
	[FINANCING TO BE CONFIRMED: capitalisation and operating rules of the Cybersecurity Fund.] [COSTS TO BE COMPLETED: bottom-up estimate by action, CAPEX, OPEX, personnel, contingency and financing source.] Resources: Level A/B/C.KPI: applied projects linked to national needs, local solutions tested/adopted, and knowledge/IP/skills retained in Mozambique. Resources: Level B/C.

	A12V.4
	Sustainable financing and lifecycle managementResult: essential commitments financed and expansions conditional on availability of recurring resources.Exercises and specialised operational capacity
Result: decision-makers, operators, SMEs and justice/security actors can practise and demonstrate response capability.
	Accountable entity: MCTD, in coordination with the Ministry of Economy and Finance and implementing entities. Milestones: approval of the Action Plan and budget; integration into annual planning cycles; review of costs and financing; sustainability assessment. [DEADLINE TO BE APPROVED: approval of the Action Plan.]INTIC/nCSIRT.MZ with sectoral authorities, police, prosecutors, magistrates, regulators, academia and private sector. Milestones: annual national/sector exercises, CTFs, internships and role-specific training.
	[FINANCING TO BE CONFIRMED: capitalisation and operating rules of the Cybersecurity Fund.] [COSTS TO BE COMPLETED: bottom-up estimate by action, CAPEX, OPEX, personnel, contingency and financing source.] Resources: Level A/B/C.KPI: exercise findings closed, operational competencies demonstrated and participation covers all Level 1 sectors by 2030. Resources: Level A/B.

	A12VI.1
	Sustainable financing and lifecycle managementResult: essential commitments financed and expansions conditional on availability of recurring resources.National Safe Internet Centre
Result: citizens have a sustainable national mechanism for safe-use education, support and referral.
	Accountable entity: MCTD, in coordination with the Ministry of Economy and Finance and implementing entities. Milestones: approval of the Action Plan and budget; integration into annual planning cycles; review of costs and financing; sustainability assessment. [DEADLINE TO BE APPROVED: approval of the Action Plan.]INTIC with relevant child-protection, education, law-enforcement and civil-society partners. Milestones: 2026 service model; 2027 national operation; 2028 provincial linkage; 2029–2030 service improvement.
	[FINANCING TO BE CONFIRMED: capitalisation and operating rules of the Cybersecurity Fund.] [COSTS TO BE COMPLETED: bottom-up estimate by action, CAPEX, OPEX, personnel, contingency and financing source.] Resources: Level A/B/C.KPI: service availability, referrals, user reach and response quality measured annually. Resources: Level A/B.

	A12VI.2
	Sustainable financing and lifecycle managementResult: essential commitments financed and expansions conditional on availability of recurring resources.National awareness, cyber hygiene and reporting culture
Result: measurable improvement in knowledge, safer behaviour and good-faith reporting.
	Accountable entity: MCTD, in coordination with the Ministry of Economy and Finance and implementing entities. Milestones: approval of the Action Plan and budget; integration into annual planning cycles; review of costs and financing; sustainability assessment. [DEADLINE TO BE APPROVED: approval of the Action Plan.]INTIC/ONSC with nCSIRT.MZ, public bodies, private sector and media. Milestones: 2026 comparable baseline survey; annual campaigns; 2028 target review; 2030 outcome evaluation.
	[FINANCING TO BE CONFIRMED: capitalisation and operating rules of the Cybersecurity Fund.] [COSTS TO BE COMPLETED: bottom-up estimate by action, CAPEX, OPEX, personnel, contingency and financing source.] Resources: Level A/B/C.[BASELINE AND TARGET TO BE DEFINED: awareness, cyber hygiene and reporting behaviour.] KPI: comparable indicators show improvement by 2028 and 2030. Resources: Level A/B.	Comment by OpenAI Strategy Review: Define the baseline through a comparable national survey and approve 2028 and 2030 indicators for knowledge, reporting behaviour, cyber hygiene and safe use.

	A12VI.3
	Sustainable financing and lifecycle managementResult: essential commitments financed and expansions conditional on availability of recurring resources.Protection and inclusion of vulnerable groups
Result: cybersecurity programmes reach groups exposed to digital exclusion, fraud or abuse.
	Accountable entity: MCTD, in coordination with the Ministry of Economy and Finance and implementing entities. Milestones: approval of the Action Plan and budget; integration into annual planning cycles; review of costs and financing; sustainability assessment. [DEADLINE TO BE APPROVED: approval of the Action Plan.]INTIC with education, social, local-government and civil-society partners. Milestones: 2026 needs mapping; 2027 targeted programmes; 2028 provincial expansion; 2029–2030 outcome review.
	[FINANCING TO BE CONFIRMED: capitalisation and operating rules of the Cybersecurity Fund.] [COSTS TO BE COMPLETED: bottom-up estimate by action, CAPEX, OPEX, personnel, contingency and financing source.] Resources: Level A/B/C.KPI: coverage and behavioural/safety outcomes measured for children, youth, women, persons with disabilities, rural communities and other priority groups. Resources: Level A/B.

	A12VI.4
	Sustainable financing and lifecycle managementResult: essential commitments financed and expansions conditional on availability of recurring resources.Provincial engagement and trusted local reporting
Result: provincial institutions and communities contribute to national cyber resilience through locally relevant capability and feedback.
	Accountable entity: MCTD, in coordination with the Ministry of Economy and Finance and implementing entities. Milestones: approval of the Action Plan and budget; integration into annual planning cycles; review of costs and financing; sustainability assessment. [DEADLINE TO BE APPROVED: approval of the Action Plan.]INTIC/nCSIRT.MZ with provincial authorities, local institutions, private sector and civil society. Milestones: 2026 engagement model; 2027 pilot provinces; 2028 expansion; 2029 local trainer/reporting network; 2030 evaluation.
	[FINANCING TO BE CONFIRMED: capitalisation and operating rules of the Cybersecurity Fund.] [COSTS TO BE COMPLETED: bottom-up estimate by action, CAPEX, OPEX, personnel, contingency and financing source.] Resources: Level A/B/C.KPI: active provincial focal points, locally delivered training/awareness and measurable reporting/feedback flows to the national system. Resources: Level A/B.




[bookmark: _Toc238541693]AnnexANNEX 2 – Glossary and Acronyms


· Glossary
	Term
	Definition

	Cyberspace
	Complex environment resulting from the interaction between people, networks, information systems, digital services, data, devices and interconnected infrastructure.

	Cybersecurity
	Set of legal, organisational, human and technological measures for prevention, monitoring, detection, response, analysis, remediation and recovery intended to protect people, networks, systems, data and services in cyberspace.

	Critical Infrastructure
	Asset, system, facility, network, process or service whose disruption or destruction would have a serious impact on security, the economy, health, well-being or the functioning of the State and society.

	Critical Information Infrastructure (ICI)
	Information systems, communications, data, platforms, operational technology and digital services that support Critical Infrastructure or essential services.

	Essential service
	Public or private service whose interruption would have a significant impact on society, the economy, security, public health or continuity of the State.

	Information Asset
	Information, data, application, system, service, device, process or associated resource that has value to an organisation or to the country.

	Cybersecurity incident
	Event that compromises or threatens to compromise the confidentiality, integrity, availability, authenticity or resilience of networks, systems, data or services.

	Closed-loop alert
	Process in which each alert has a recipient, accountable entity, deadline, assessment, action, evidence of mitigation, closure or escalation.

	CSIRT
	Computer Security Incident Response Team that prevents, coordinates and supports the resolution of incidents for a defined constituency.

	SOC
	Security Operations Centre responsible for monitoring and detecting events in networks and systems for which it has authorised visibility and access.

	ISAC
	Information Sharing and Analysis capability that collects, analyses and shares information on threats and risks, without necessarily coordinating incidents.

	Constituency
	Set of entities, sectors, networks or users to which a CSIRT provides services.

	CSIRT Organisational Charter
	Approved document defining a CSIRT’s mandate, constituency, responsibility, authority, services, contacts, confidentiality and escalation.

	Cyber risk management
	Continuous process of identifying, analysing, evaluating, treating, monitoring and communicating cyber risks.

	Vulnerability management
	Process of identifying, prioritising, remediating, mitigating and tracking vulnerabilities in systems, services and products.

	Coordinated vulnerability disclosure
	Controlled communication process between the party identifying a vulnerability and the entities responsible for its remediation and disclosure.

	Cyber resilience
	Ability to anticipate, withstand, respond to, recover from and adapt to incidents while maintaining or restoring essential functions.

	Operational continuity
	Ability to maintain or recover priority activities and services within defined timeframes and service levels.

	Technology debt
	Risk, cost and limitation accumulated through the use of obsolete, unsupported, poorly integrated systems or systems that are difficult to maintain and protect.

	Cryptographic agility
	Ability to replace algorithms, protocols, keys and cryptographic components without substantial redesign of the system.

	Security by design and by default
	Integration of security requirements from the design stage, maintaining secure initial configurations and the minimum necessary level of privilege.

	Privacy by design and by default
	Integration of data protection from the design stage and, by default, limitation of processing to what is strictly necessary.

	Supply chain risk
	Risk introduced by suppliers, products, components, software, services, third parties and their dependencies.

	Trust service
	Electronic service that supports authenticity, integrity, identification, signature, seal, validation, delivery or preservation of digital information.

	Digital sovereignty
	National capacity to govern and protect digital data, services and infrastructure, manage dependencies, diversify suppliers, ensure interoperability, portability and exit, and develop national capabilities without technological isolation.

	Threat modelling
	Structured process for identifying relevant threat actors, attack paths, dependencies, likely impacts and controls using national system and incident data, complemented by trusted regional and international threat intelligence.

	Cyber diplomacy
	Diplomatic, legal and technical engagement used to advance national interests, cooperation, norms, confidence-building and coordinated responses to cross-border cyber risks and incidents.



· Acronyms
	Acronym
	Meaning

	ANSC
	National Cybersecurity Authority

	ATDI
	Digital Transformation and Innovation Agency

	CNSC
	National Cybersecurity Council

	CSIRT
	Computer Security Incident Response Team

	nCSIRT.MZ
	National CSIRT of Mozambique

	SOC
	Security Operations Centre

	ISAC
	Information Sharing and Analysis Capability

	ONSC
	National Cybersecurity Observatory

	INTIC
	National Institute of Information and Communication Technologies

	INCM
	National Communications Institute of Mozambique

	MCTD
	Ministry of Communications and Digital Transformation

	NCRA / ANRC
	National Cyber Risk Assessment

	FIRST
	Forum of Incident Response and Security Teams

	SIM3
	Security Incident Management Maturity Model

	NIST CSF
	NIST Cybersecurity Framework

	M&A
	Monitoring and Evaluation

	IA
	Artificial Intelligence

	TIC
	Information and Communication Technologies

	OT
	Operational Technology

	PQC
	Post-Quantum Cryptography

	KPI
	Key Performance Indicator

	OE
	State Budget

	PME
	Small and Medium-sized Enterprise

	EPD / DPO
	Data Protection Officer

	ICI
	Critical Information Infrastructure
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